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ABSTRACT

Emerging in parallel with digitalization and automation, information risk is becoming a
significant issue with the continuity and effectiveness of container shipping operations. This study
conducted a qualitative risk analysis on a database of thirty-two interviewees from container terminal
operators, container shipping companies, and freight forwarders. Thematic analysis was applied to
shed light on information operational risks (IORs), identifying the ten (10) most typical IORs in
container shipping. The pervasiveness of IORs to other container shipping flows was ascertained by
realizing their four primary consequences, including delay and unavailability, loss and corruption,
leakage and theft, and inaccuracy and manipulation. The study also indicated six factors affecting the
IOR situation, reflecting its gaining criticality and uncertainty. Six strategies were recommended for
risk mitigation and prevention, focusing on the industry's cyber capability, resilience, interoperability,
and transparency. Based on the fundamentals gathered, this study also proposed a new complementary
approach to analyze container shipping operational risks considering the pervasiveness and
interconnectedness of IORs through a set of four risk parameters and risk causal connections. These
results lay the groundwork for an emerging intersection of container shipping risk management and
information management — IOR management.
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€ INTRODUCTION

Container shipping systems are complex cyber-physical systems affected by multiple technical and
organizational factors. Container shipping service providers (CSSPs) must to deal with a large range of
operational disruptive events (DEs) in information, physical, and payment flows (Tummala and Schoenherr,
2011; Chang et al., 2015). Interdependence of operations along the chain amplifies the consequences toward
quality, quantity, and profitability of the container shipping services (Manuj and Mentzer, 2008; Nguyen and
Wang, 2018). Among other container shipping operational risks (CSORs), information operational risk (IOR)
has been suggested by multiple quantitative risk analyses as gaining momentum to become the most significant
category of CSOR (Chang et al., 2015; Nguyen et al., 2019), featuring medium-high likelihood, pervasive
potential consequence, and high uncertainty.

These characteristics are observable in the recent large-scale events where the flow of information played
a major cause. Explosions and fires due to cargo content misdeclaration in ports and vessels has occurred
with higher frequency. Less catastrophic events are cargo handling accidents, high degree rolls, containers
overboard, and even capsizing of ships due to weight misdeclarations in combination with heavy weather. In
terms of cybersecurity, incidents with large container shipping service providers have been recorded, including
the events of Maersk, MSC, COSCO, and Toll Logistics. These events showed the pervasiveness of IORs to
physical and payment operations. Meanwhile, influencing factors such as digitalization, new technologies,
unstable market sweep across the industry and fuel the uncertainty of IOR's situation (Papathanasiou et al.,
2020; Carlan et al., 2020). The complexity and interconnection between DEs pose serious challenges to CSOR
analysis, which traditionally treated risks individually. In such conditions, an IOR management's knowledge
gap in container shipping is becoming more prominent (Fruth et al., 2017; Chang et al., 2015; Nguyen, 2020).

Risk investigations begin with establishing the contexts of research, in which the perspectives of the risk
bearers and the reality of factors affecting risks are studied. This process provides fundamental elements for
further analysis, such as characteristics of risk, suitable parameters, and risk qualitative descriptions (Goerlandt
and Montewka, 2015b). Empirical studies have proven that these elements play a critical role in quantitative
risk analysis results, especially toward the knowledge base where the probability and distribution assessments
originate (Goerlandt and Montewka, 2015a; Nguyen, 2020). However, there are still limited dedicated efforts
of CSOR studies in this area, causing technical issues in studying risks (e.g., convoluted risk parameters,
incomparable risks). Endeavoring to fill this gap, this study uses a qualitative approach to investigate the IOR
of the container shipping industry.

Although container shipping involves an extensive range of parties, from service providers, users, and
intermediaries to authoritative, governmental, and intergovernmental agencies, this study's intention is not to
cover them completely. The objective of the study is to investigate IORs and their potential impacts on other
container shipping operations. Therefore, this study focuses on the main actors in transporting containers whose
operations involve all three flows of maritime logistics (i.e., information, physical, and payment) (Nguyen et
al., 2021b). Telephone interviews were conducted with senior managers in IT, digitalization, innovation, and
operation at terminal operators, shipping companies, and freight forwarders to understand their perspectives
regarding the current situation of IOR in the industry. Thematic analysis was employed as a tool to analyze the
collected qualitative database.
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For the CSOR and maritime logistics literature, this study erected critical pillars for future research efforts
in IOR. Risk descriptions and counter-strategies were presented together with detailed reasonings from the
interviewees' experience. The ten identified IORs were explained by six factors and proposed to be addressed
using six counter-strategies. These revelations provide an enriched knowledge base for deeper IOR analysis and
have opened a view of the upcoming IOR situation of the container shipping industry. Based on those results,
this study proposes a new approach to CSOR analysis to address the interconnectedness between IORs and their
pervasiveness to other flows.

To the container shipping industry, the identified influencing factors of IORs inform CSSPs in terms of
sustainably improving their information management. This study recommends a different approach to CSOR
management, in which risks are addressed less individually and more collectively through an in-depth look into
the root of the DEs, which increasingly lies in the flow of information. Seeing the whole risk situation
through a risk network reveals multiple-event scenarios and create a new risk-countering strategy, where key
risk/connections can be identified and addressed to optimize risk mitigation/prevention efforts.

This paper is structured as follows. Section 2 establishes a theoretical basis for IOR qualitative analysis
and highlights the research gaps through a literature review. Section 3 introduces our methodology and the
demographic features of the participants. Finally, the analysis and interpretation of results are provided in
Section 4 before conclusions are drawn in Section 5.

e LITERATURE REVIEW

The current paper focuses on the intersection of risk management and container shipping operation. Not
only does this section provide an overview of the state of the art, it also establishes the theoretical framework
for the study with preliminary concepts and methods in use.

2.1 Qualitative risk description

Container shipping systems are cyber-physical systems operating based on the synchronization and
cooperation of multiple flows (Ho et al., 2015; Chang et al., 2015). CSORs are multidisciplinary and, therefore,
require a holistic concept of risk that can be applied for operational risks in multiple fields, such as information
and communication, transport, and engineering (Nguyen et al., 2019). Additionally, severity of consequences
for CSOR typically develops in time after the DEs (e.g., containers being delayed in port due to congestion,
the spread of ransomware, or fire spread from a container). These characters favor the risk concept of,
R =(DE, C, U)in which a risk (R) comprises a DE, its consequence (C), and their attached uncertainties (U)
(Aven, 2012).

It is noteworthy here that the risk concept is different from risk parameters. Risk parameters are the
derivative quantities of interest to the risk bearer to describe and differentiate one risk from another, such as the
likelihood of occurrence (LO) and severity of consequence (SC) of the DEs (Vilko et al., 2019). Quantitative
studies about CSOR usually use the simple definition of R = LO x SC. This definition, however, does not
facilitate qualitative risk description or uncertainty description of risk (Nguyen and Wang, 2018; Aven, 2012),
overlooking the fact that the qualitative description of risk has been mentioned as the fundamental initial step
in modern risk analysis methods (Van Der Sluijs et al., 2005; Rae et al., 2014; Bjerga et al., 2016). Additionally,
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while quantitative risk description provides magnitudinal and visual presentation of risk, the qualitative
description of CSORs is usually limited to risk identification, obstructing a deeper understanding of the context,
consequences, and risk affecting factors (Alyami et al., 2014; Chang et al., 2015; Nguyen and Wang, 2018;
Nguyen et al., 2021b). This overlooking of traditional CSOR studies inhibited analytic vision into uncertainty
and complexity, which has been indicated as the most prominent issue of risk analysis (Garvey et al., 2015;
Renn, 2008). This unavailability of information forced prior CSOR studies to rely on experts' subjective
assessments as a given indication of risk magnitude (see, for example, Yang, 2010; Alyami et al., 2014; or
Chang et al., 2015).

Risk management could benefit greatly from qualitative risk descriptions. A detailed risk investigation
could indicate or confirm the significance of emerging research areas where more detailed context and evidence
are needed (Lee and Song, 2017). Furthermore, knowing the factors affecting the magnitudes and characters of
risks is important in the qualitative risk analysis model, research design, and producing predictive risk
assessments (Goerlandt and Montewka, 2015a; Goerlandt and Reniers, 2018; Nguyen et al., 2019). The extent
to which a risk analysis model is progressively implemented, validated, and reliable in a real-world situation
also depends on how it fits with the perspectives and interests of stakeholders in real-world situations (Aven
and Heide, 2009). Therefore, the insights from interviewees in the industry are valuable as a source of data for
qualitative risk analysis (Rae and Alexander, 2017).

2.2 Information operational risks (IORs) in container shipping

Operational risk has always been an active stream of research in the maritime shipping, container shipping,
as well as supply chain literature, mentioned under various terms, such as disruption scenarios (Gurning and
Cahoon, 2011), disruption risk (Wang et al., 2018; Ivanov et al., 2018), logistics risk, or transportation risk
(Tummala and Schoenherr, 2011; Ho et al., 2015). CSOR can be understood as the potential DEs in container
logistics operations that may negatively affect the supply chain members' ability to maintain their goods and
services at a certain quality, quantity, and profitability (Manuj and Mentzer, 2008; Nguyen, 2020). In
comparison with risk in other management levels, CSOR is characterized by higher frequency and a shorter
period from the forming of direct causal factors to consequences (Nguyen et al., 2019).

The efforts of the CSOR research community are primarily on developing and applying quantitative
models to prioritize risks based on quantification results of risk parameters (Yang, 2011; Chang et al., 2015).
Multiple features were added into quantitative risk analyses, such as Bayesian probabilistic reasoning (Yang et
al., 2008; Alyami et al., 2014), expert communication platform (Nguyen et al., 2019), and systematic uncertainty
handling (Nguyen et al., 2021c). These models and their applications provide valuable insights into the overall
situation of CSORs in different parts of the world. Their results, however, only provide overarching managerial
implications based on the quantified magnitude of risk and uncertainty. The explanation and validation of
results could benefit from a deeper understanding of the underlying phenomena of each type of DE, which
requires tailored individual or categorial investigations (Lee and Song, 2017; Arstad and Aven, 2017).

Recent CSOR studies suggest a change in the relative level of risk and uncertainty in which operational
risks in the information flow are gaining momentum. Although physical risks still occupy most of the highest
positions, IORs are climbing up in ranking (Chang et al., 2015; Nguyen, 2020). The study of Nguyen et al.
(2019) depicted IORs as a category of risk with the highest uncertainty and potential cumulative consequences.
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Instances of cargo misdeclaration, successful cyberattacks, and system outages have also been increasingly
reported from industry, where a DE from the information flow triggers others in physical and payment flows
(Tsai, 2006; Ivanov et al., 2018). The maritime shipping and supply chain industries are increasingly digitalized
and automated (Fruth et al., 2017; Ivanov et al., 2018; WEF, 2020). The establishment of faster and more
automated information exchange channels suggests a more connected and interdependent network, prone to
domino failure effects and data ethics risks (Fruth et al., 2017; Nguyen et al., 2021a).

Cargo content misdeclaration is the main factor in catastrophic accidents related to flammable and
explosive cargoes, which was observed in the case of Tianjin port (2015), Maersk Honam (2018), and various
other incidents (Ellis, 2010; Loh and Thai, 2015; Cao and Lam, 2019). Failures of hardware and software
components could affect the availability of the system and the integrity of the information flow (Rialland and
Tjora, 2014; BIMCO, 2021). Misunderstandings or inadequate consideration of payment documents and
requirements, including critical instruments such as bill of lading (B/L), exposes the shipments and the related
parties to risks such as false release, commercial fraud, and multiple types of dispute (Tseng et al., 2013; Lam
and Bai, 2016). Various other cybersecurity events that occurred in ICT systems of CSSPs (e.g., order/booking
systems, automated terminal operation systems, ship-shore communication, ransom attacks) indicated that IORs
could trigger system outages, criminal activities, and transport network disruptions (Sen, 2016; ENISA,2019).

Intuitively, one can speculate that there might be some major factors affecting the situation of CSORs,
adding significance to IORs. Despite the emergence of IORs, confirmation and in-depth exploration of factors
and effects influencing IORs have not been adequately carried out (Nguyen et al., 2021b). Unawareness of the
complexity and uncertainty in the literature (mentioned in Section 2.1) is a significant obstacle, because CSOR
assessing models cannot model the causal relationships among risks. Meanwhile, the complexity of risk
networks puts a serious question on the validity of CSOR studies that rely solely on subjective assessments
from experts (Rae and Alexander, 2017). An improved approach to CSOR focusing on IORs and their
consequences to other flows is needed to fill this gap.

€ METHODOLOGY

3.1 Data collection

The qualitative database for this study was extracted from a larger project investigating the impact of
blockchain technology on CSOR. A section of the instruments was specifically designed to gather the contexts
and statuses of the industry regarding operational risks in the information flow based on a comprehensive
review of CSOR literature. The prepared instruments were pre-tested and revised with feedback from
researchers and Ph.D. candidates, and voluntary professionals from multiple CSSPs before being approved by
the University of Tasmanian Human Research Ethics Committee. Thirty-two telephone interviews were
conducted with interviewees from 19 companies. These companies include five (5) terminal operators
(12 interviewees: 37.50%), six (6) shipping companies (10 interviewees: 31.25%), and eight (8) freight
forwarders (10 interviewees: 31.25%) in Australia. Their position at the time of the interview and years of
related experience of interviewees are provided in Table 1. The interview lengths are from 28 to 62 minutes and
averaged at approximately 38 minutes.
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Table 1. Interviewed participants.

Position Exp Code Position Exp Code
Terminal information . .
16 P01 Chief information officer 22 P07
manager
Terminal operation system . .
13 P02 Chief commercial officer 12 P08
5 manager
g National landside and
& Technology project manager 15 P03 y 1or'1a andsice an 44 P09
©° efficiency manager
<
é National system ) )
5 L 10 P04 Senior operational manager 19 P10
i optimization manager
Chief information officer 30 P05 Chief information officer 17 P11
Business administration Vice president of technical
27 P06 . 14 P12
manager services
Line manager 15 S01 Digital project manager 10 S06
& Head of i tion &
2 cac OF Tnovation 19 S02 Blockchain specialist 15 S07
g technology
=)
8 Managing director S
o0 L 30 S03 Digitalization manager 14 S08
£ digitalization
&
5 Digital project manager 13 S04 Deputy general manager 20 S09
eCommerce manager 15 S05 Country general manager 20 S10
G 1 ial
State manager 30 Fol erieral commercia 30 Fo6
manager
2] Managing director 30 F02 Nat19na1 manager of 13 F07
3 intermodal
=
<
g Global head of technology Digitalization &
s . . 15 F03 . 27 FO8
= and business improvement Transformation manager
on
et . Transition &
= IT project manager 25 Fo4 ) 10 F09
Transformation manager
Digital technology manager 15 FO5 eCommerce Manager 15 F10

(Exp: Years of relevant experience; Code: Interviewee's sector P: Terminal operator, S: Shipping company, F:
Freight forwarder)
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3.2 Data analysis

3.2.1 Thematic analysis

Thematic analysis is a well-established research method for working with qualitative risk data. One of the
advantages of thematic analysis is the balance between constructivism and realism (Vaismoradi et al., 2013),
sometimes depicted as proceduralist (Goerlandt and Montewka, 2015b; Sgrensen, 2018). Its core research
activity is thematic coding, a process that is also employed in many other qualitative analysis methods (e.g.,
content analysis) (Braun and Clarke, 2006). However, thematic analysis does not pay much attention to the
descriptive presentation of the dataset (e.g., frequency of code), but the interpretation of various themes
emerges from the database (Vaismoradi et al., 2013). In a risk research context, the qualitative approach of
thematic analysis aims at rendering risk understandings based on the perspectives of those who are bearing risk
(Thomas et al., 2016).

The thematic analysis implemented in this research follows the guideline of Braun and Clarke (2006) with
four main steps. First, the analyst familiarizes himself with the data through transcribing, initial reading, and
re-reading transcriptions. In this study, the transcription of each interviewee was organized into a document file.
All were de-identified and imported into NVivo 12, and referred to as corpora. Second, initial codes were
established with collated data from different corpora, highlighting features of the database. Initiation of new
codes and data collation were conducted in parallel. Third, potential themes were identified across the codes.
There was an iterative process of reviewing and revising themes as codes are added in. The themes were finally
defined and named based on their collated codes. Forth, results were extracted from themes with insightful
discussions, backed up by compelling codes. A summary of the research methodology is illustrated in Figure 1.

Literature database Units of analysis database —>‘ Data transcribing & familiarization | Transcripts ‘
Journal articles + Industry reports - l
. Terminal operators
+ Company websites ; . .
‘ Thematic coding - Code generation | Codes ‘

i
‘ PPme P experts l

Instruments preparation, testings, Freight forwarders }—1 ‘ Reviewing & Defining themes | Themes ‘
: revisions, and approvals l
l Result report & interpretation | Section 4 - Results

‘ Research instrument 32 semi-structured

Interview question structure interviews — 4.3 - I0R mitigation/
4.1 - |0Rs identification prevention strategies

l 4.2 - 10R affecting factors 44- C.SOR causal
connection approach

I Blockchain-related analyses ] | I0R management qualitative database - This study I—

Figure 1. Research methodology and presentation of analysis results.

3.2.2 Database segregation for multiple analyses

The database for thematic analysis is taken directly from Section C of the interviews. The focus of this
section is the operational Des experienced by interviewees. Since the topic is blockchain technology in
container shipping operations, most of the interviewees have extended working experience with information
and communications technology (ICT) systems (Table 1). Therefore, the incidents they mentioned are highly
related to IORs with detailed descriptions of scenarios, responses, mitigation strategies, and risk influencing
factors. Since the interviews are semi-structured, the interviewers were able to ask follow-up questions for more
details after the initial questions. Table 2 describes the main objectives of questions asked in Section C and their
connections to the topic of each analysis presented in this paper.
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Table 2. Interview questions in correspondence to topic of theme for thematic analyses.

Questions' topic Initial questions Topic

The interviewee's  If you think about the most significant events that you or Potential IORs
experienced DEs  your company experienced in the last 5 years, could you =~ CSSPs' risk perception —

please describe them? Risk parameters

What were the causes or the suspected causes of the
event?

IORSs' potential What were the consequences of the event? IORs' consequences on

consequences data and information

Responses to DEs ~ How did you or your company immediately respond to ~ Mitigation and prevention

and mitigation & the event? strategies
prevention Is there any measure taken after the event to prevent or
strategies mitigate the risk?
The significance Do you think that the risks in the information flow of Influencing factors of the
of IORs in container shipping is becoming more significant? IOR situation
container Why do you think that?
shipping

0 RESULTS AND DISCUSSIONS

4.1 Identification of information operational risks in container shipping

Ten IORs with enriched details and descriptions were identified. This result suggests that qualitative data
provided by interviewees are effective in risk identification and qualitative description, especially in realizing
the pervasiveness of the consequences of IORs.

4.1.1 Potential DEs in the information flow

The first component in the concept of risk is the potential DEs. This section discusses the DE of each risk
with references of interviewees.

IOR 1 - Human erroneous operations on systems

Human factors in information operations were emphasized by interviewees from all CSSP groups (F05-07,
F09, F10, PO1, P03-07, P09-12, S04, S06, S08-10). Digitalization and automation bring huge benefits for
CSSPs through the reduction of headcount and enhancement of efficiency. Human capability in keeping up
with this trend, however, is undermined by progressively more complicated operating systems maintained by
fewer operators. This is in addition to the previous CSOR studies, in which micro-operations such as errors in
planning were focused on (Papathanasiou et al., 2020). A terminal operator's CIO (P11) shared an incident: "An
employee made a mistake while operating a database application. We lost system availability as well as the
data. Even with our internal team, external experts, and vendor support, in the end, it still was not successful."
With shipping companies, the flow of information is not only onshore; there are also connections to the fleet
operating in the high sea. Managing information onboard the ships and the connection between onshore and
offshore systems is critical for agile and safe fleet operations.
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IOR 2 - Failures of software components

Modern container shipping requires a range of software components to operate (ENISA, 2019). For
example, terminal operating system (TOS) are typically connected to other systems such as enterprise resource
planning (ERP), optical character recognition (OCR), or radio frequency identification (RFID) systems to
enable real-time monitoring and decision-making (Heilig and Voss, 2018). All CSSP groups mentioned this
risk (P03, P05, P09, P11, S08, FO3). The software components can contain (1) software bugs (i.e., programming
faults) or (2) errors stemming from discrepancies between the simulated environment (e.g., software
architecture and programming) and the real-world situation. For example, a national landside and efficiency
manager (P09) experienced several situations in which a newly implemented automated TOS failed to meet the
expected performance because it was developed in-house and then implemented in different terminals without
adjusting to each terminal's characteristics (e.g., yard size). Fierce competition and unfavorable market
conditions forced many CSSPs to focus on their core value and outsource certain software components and
solutions (Shi and Chan, 2010). This dependence also introduces risks of software failure and third-party
dependency on the system.

IOR 3 - Cybersecurity breaches and attacks

The concern over cybersecurity risks is well-observed across different CSSPs with a high frequency of
codes. Twenty-three (23) out of 32 interviewees (~72%) mentioned it as a significant IOR (FO1, FO2, FO4, FOS5,
FO09, F10, PO1-06, P08, P09, P11, P12, S02-05, S07, S08, S10). This concern is in line with other reports from
the industry (Sen, 2016; Global Maritime Issues Monitor, 2018; Johnson, 2018) and previous CSOR studies
(Nguyen et al., 2019; Vilko et al., 2019). Interviewees consider the Maersk cyberattack in 2017 as an eye-
opener for the industry about the potential of a cybersecurity breach. In this attack, the perpetrator hijacked an
update server of a government agency. All companies who established a communication channel received
updates from the server, bringing the malware into the company's network. A detail that may have been
overlooked in previous studies is that a cybersecurity breach does not have to be entirely in cyberspace,
meaning that cybersecurity has to be considered together with physical security to prevent coordinated
unauthorized access. A deputy manager (S09) recalled an incident: "They had a break-in in their office, but they
did not notice. It was a fake cleaning group placed USB sticks in all the computers to extract and send data".
Additionally, threat actors might use multiple techniques to investigate or establish inside connections to
facilitate the breach. This poses a safety risk for employees who have significant information access or critical
system knowledge.

IOR 4 - Incompatible data exchange processes

Differences regarding the channels and standard format of data exchange may undermine the performance
and integrity of the information. Interviewees mentioned communication failures and inefficiencies caused by
differences between CSSPs and their partners regarding the channels and standard data exchange format (FO7,
F09, S05, P03). This is a chronic IOR in the container shipping industry and along the supply chain (Chang et
al., 2015; Nguyen, 2020; Carlan et al., 2020). Due to the nature of the business, freight forwarders seem to be
exposed to this risk more than other CSSPs with clusters of systems that handle various sources and formats of
information. This DE can also obstruct the development and implementation of innovative solutions, mainly
due to poor data and communication quality. A transition and transformation manager (F09) reflected that while
intending to apply technologies for a better-featured information flow, the infrastructure is not adequate for
implementation. In severe cases, even bidirectional data exchange cannot be guaranteed.
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IOR 5 - System outage

This is a widely mentioned risk by CSSPs (F03, F04, FO6, F09, F10, P01, P04, P05, P09, P11, P12, S04,
S05, S08). Unavailability of systems heavily affect, or in some cases eliminate, the capability of CSSPs in
monitoring, controlling, and carrying out crucial container shipping operations. The outages of systems also
impact related systems of partners that rely on it as a source of information. For example, a global head of
technology and business improvement (FO3) described an outage of a data exchange platform:

"The situation went on for half a week. And that means all normal digital transaction processes had
to be handled manually. Our colleagues have to enter the booking request, shipping instructions, B/L
information into our backend system that caused a huge amount of extra manual works."

Meanwhile, the sensitiveness of terminal operators toward system outages stems from the fact that their
competitive advantages are based on price, handling time, and productivity (Lee and Song, 2017). System
outages can cause more operational and financial impacts to automated container terminals, where container
handling operations rely on a constant stream of information from a vast array of IoT devices and multiple
support systems for situation awareness and control (Sen, 2016; Heilig and Voss, 2018). The recovery process
for those terminals is especially time- and effort-consuming, since each component of a complex cyber-physical
system must be recovered consecutively. A significant concern has been expressed concerning centralized
platforms that collect, process, and distribute information and data along the container supply chain. A national
system optimization manager of an international terminal operator (P04) even speculated: "If they were
impacted or got under an attack, that would be chaos. We are now fully relied on those systems. If they stop
working tomorrow, terminals will take even weeks before they can do anything." System outages can be
triggered as a response to a large, imminent threat. This sacrifice is an effort to circumscribe the potential
consequence until the threat is identified and eliminated.

IOR 6 - Failures of infrastructure or hardware components

The operations of IT systems require continuous supplies, such as power and internet connectivity.
Interviewees mentioned multiple incidents of infrastructural failure (FO3, FO4, F09, PO1, P04, P05, P07, P09,
P12, S04, S08). For example, the recent Australian bush fire caused incidents of losing communication and
power in container terminals. Other incidents such as broken internet cable due to construction operations and
power supply unit malfunctions were also mentioned. These incidents can affect both the availability of the
systems and the integrity of data stored, even with redundancy and backup systems. A digital project manager
(S04) described the situation in his company: "Every time there is a disruption to our mainframe server in the
US, there is basically a global business disruption for our system. If the supply unit is out, then no matter how
much redundancy you prepared, the outage still affects the whole system".

IOR 7 — Ransom acts

The recent studies suggest an increasing trend of malware penetrations of CSSPs' IT systems (Global
Maritime Issues Monitor, 2018; ENISA, 2019), causing damages to data integrity, operation continuity, and the
systems themselves. Well-known cases of cyber-ransom were taken as examples by many interviewees (FOI1,
F02, FO3, F09, F10, P02, P05, S02, S10). Once a key system is gained control of or crucial data is taken hostage
(e.g., customer or employee personal data, pricing data, digital assets), the threat actors could demand ransom
for the release of hostages, further impacting the victim. For example, a recent cyberattack on a freight
forwarder was highlighted by freight forwarder interviewees F10 and FO3 in which the hackers demanded
ransom with the threat of releasing leaked data into the dark web. The case was considered critical for the
company because it lost control of its customer data, risking its reputation, business, and lawsuits related to data
and privacy protection.
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IOR 8 - Unexpected changes, requirements, and postponements of documents/formalities

Although this risk has been mentioned in previous CSOR studies in the form of delays due to uncertainties
of paperwork for the container to import/export (e.g., custom clearance, biosecurity clearance) (Chang et al.,
2015; Nguyen and Wang, 2018), the recent restrictions and changes of policies due to COVID-19 have
increased this risk with cases of severe delay, container abandonment, and port congestion (FO1, FO2, F06,
P02). The impacts come from the immediate changes of export/import policies and the resonant effects from
lockdown policies along the supply chain. For example, a freight forwarder managing director (FO2) described
the situation of his customers:

"They have put all their volumes into the cheaper suppliers in China. There are up to 160 days until
their products can be shipped. And literally, they cannot get reliable delivery. The normal schedule of
shipping lines has been blocked or cancelled. And this makes predicting when goods can arrive a million
times more difficult.”

IOR 9 - Inaccurate information input/submission

Cargo misdeclaration has been highlighted as one of the most frequent IORs that might result in
catastrophic events (Chang et al., 2015; Nguyen, 2020). Maritime accidents caused by misdeclaration of cargo
type and weight can also inflict casualties (F10, PO1, S04, S10). Alarmingly, the list of events continue to
lengthen even with prevention measures (e.g., random inspection, verified gross mass requirement) and
advanced technology solutions in place. Nevertheless, it is still dependent on the shipper's knowledge and his
representatives to pack, load, and declare the cargoes truthfully and correctly. Without this knowledge, it is
difficult for the CSSPs to implement proper safety procedures. Interviewees from all three groups of CSSPs
agreed that better data quality should be prioritized, even with the promising advent of technologies. For
example, Al technology can confidently identify whether shipments are suspicious and recommend pre-loading
inspection, though it requires good quality data to be reliable.

IOR 10 - Information asymmetry/incompleteness

The flow of data in the container shipping industry contains sensitive information, such as pricing structure.
Different from terminal operators, shipping companies and freight forwarders are more susceptible to this risk
(F02, FO3, FO5, P03, S04, S07, S08, S09, S10). This type of DE can be triggered by the leakage of information
resulting from other IORs. A shipping company's digitalization manager (SO8) explained the prudent approach
of carriers in sharing information, even though they are long-time partners or operate in the same alliance:

"We also operate on the vessels of our competitors. We need each other's data, but nobody likes to
share data. In our industry, prices are not public. The structure of prices is very complex. A lot of customers
will try to find out this information and then try to sell them to somebody else."

4.1.2 Potential consequences of IORs

The causal relationships between IORs and operational risks in physical and payment flows can be realized
by looking at the DEs' immediate consequences to data and information. Qualitative analysis can provide a
more detailed description of triggering connections between CSORs. In this study, four categories of
consequence were identified as the gateways from IORs to risks in other flows, including delay and
unavailability, loss and corruption, leakage and theft, and inaccuracy and manipulation.
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Consequence 1 — Delay and unavailability of data

Delay and unavailability of data directly affect the timeliness and synchronization between operations of
CSSPs. The most apparent consequences are delays in transportation (e.g., rollovers, port skips) and congestion
at container terminals. Moreover, this consequence obstructs the efforts of parties along the container supply
chain in logistics management. Unavailability of track-and-trace information directly causes poor visibility
over the supply chain, which has been discussed extensively in supply chain management literature as the
trigger of demand and inventory risks (Tummala and Schoenherr, 2011; Ho et al., 2015). Although maritime
shipping is more resilient toward delays, delays of perishable goods still pose risk of cargo degradation
(Nguyen et al., 2019). Additionally, unexpected delays or changes of documents/formalities can lead to container
abandonment, an issue with both shipping companies and terminal operators. There are also cases of data
unavailability resulting from the fear of information asymmetry/incompleteness that affect the feasibility of
innovative and feature-filled digital solutions. For example, a shipping company's digitalization manager (SO8)
recalled project desertion due to a data-sharing disagreement between shipping companies in the same alliance:
"We had a very good idea many years ago to visualize on a map the position of the container. But we could
not agree with our partners to show their vessels on our system."

Consequence 2 — Loss and corruption of data

The extent of consequence caused by losses and corruption of information depends on the type of data and
the systems and data recoverability. If the data lost are not recoverable, they must be regenerated or inputted to
be available again, exacerbating the consequences in the physical and payment flows. The availability of data
backups is the keystone of Maersk's NotPetya recovery (Greenberg, 2018). In Maersk's 2017 attack, the
Windows systems were eliminated, leaving the company with no visibility of the core systems. However,
because the key capacities of the company were powered by other operating systems (e.g., Linux), even though
the Windows shell for monitoring was not available, the core systems for operations behind that were not
significantly damaged.

Consequence 3 — Data leakage and theft

Interviewees describe this consequence as more frequent than the unavailability or loss of data as the result
of cybersecurity breaches in the container shipping industry. Interviewees from terminal operators and freight
forwarders indicated a critical consequence of data leakage in which container loss is caused by leakage of
shipment's content and incorrect cargo release. This risk is observable through real-world incidents at container
terminals where a malicious actor has obtained a PIN code to release the containers. A terminal operator's
technology project manager (PO3) mentioned:

"The problem of PIN numbers are happening right now with many ports since this critical information
is just flicked around in emails. If somehow you send the email to the wrong person or someone has it and
want to pick up the container that they do not own, they can do it."

Apart from causing information asymmetry/incompleteness and potential loss of volume and customers,
leakage and theft of data, especially customer data on a large scale, can also severely affect the victims'
reputation through two causal mechanisms: (1) being seen as neglected or incompetent in securing data and (2)
cybersecurity breaches of CSSPs might result in service disruption, affect their capability in maintaining
services (see IORs 3 and 5). Additionally, the victim may face investigations and fines from regulatory bodies
based on data and privacy protection laws. Data leakage is also a factor in other criminal activities such as drug
and human trafficking using containers.
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Consequence 4 — Inaccuracy and manipulation of data

The typical prior DE of Consequence 4 is cargo misdeclaration, which originates from two primary causes.
First, the willingness and capability of the customers to understand their cargoes' natures, packing protocols,
and declaration processes might be limited. Second, financial benefits might encourage cargo misdeclaration.
Shippers can avoid additional surcharges or procedures by wrongly declaring a potentially dangerous shipment
or putting in an incorrect container weight. There are also other cases, such as outdated or incorrectly informed
certificates of seaman or vessels. The consequences of inaccurate data can easily spread to physical and
payment flows. As CSSPs cannot obtain complete or truthful information, safety protocols (e.g., safely
handling, position planning) cannot be deployed, leading to catastrophic events with dangerous cargo. In
less-severe cases, cargoes and vessels may be detained, causing further shipping delays. Towards terminal
operators, manipulation of information regarding container movement and release might lead to loss of
containers and underground activities such as drug trafficking.

4.2 Influencing factors of the IOR situation

Most of the interviewees (~85%) agree that the operational risk in the information flow is becoming more
significant than before. Based on the reasoning of interviewees, this study identified six main factors adding
gravity to the situation of IORs.

Factor 1 — Complexity and ambiguity of the information flow

There are different types of data with different extents of importance and required speeds of transfer in
container shipping flow of information. A shipment can involve numerous parties with various schemes and
settings of the dataset, from simple emails to EDI transmission. The flow is fragmented and mainly established
and maintained bilaterally between parties. CSSPs, especially freight forwarders, have to develop a managing
system that contains different components to handle such a flow of information. A national intermodal manager
(FO7) described his company complicated IT infrastructure: "We have to pay a lot of money to establish and
maintain our fragmented systems, which are carefully designed and every part of it needs years of
developments, trials, and modification". This complexity amplification is an immediate result of inefficiency
and insecurity of the overall cyber-physical system (Zio, 2018). Additionally, through time, isolated data
exchange channels develop their own customizations, such as taxonomy and data format, aggravating the
fragmentation. The complexity of these cyber-physical systems complicates the efforts of CSSPs to be
adequately aware of IORs.

Factor 2 - Increasing dependence on fast digitalization and automation

With the potential optimization through real-time information exchange and reduction of headcount, many
parts of the container shipping supply chain now depend heavily on data availability for automated processes
(e.g., automated terminals and warehouses, EDI exchange, electronic container release). Information DEs,
therefore, can easily trigger the same DEs in other connected systems and other DEs in the physical and
payment flows, causing pervasive consequences. Meanwhile, IT systems are developed and implemented
quickly to achieve a competitive advantage, making them prone to bugs and vulnerabilities. S04 shared his
experience in developing digital solutions for a shipping company:

"We discovered that if you are now spending two years with a project, by the time that you go live, the
project has already been outdated. You need to move quicker, but that means there are mistakes, in the IT
backbone, or the processing, even sometimes in the foreground on the website or the portal.”
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These digitalized and automated systems are also more vulnerable and take longer to recover after a DE.
A CIO (P05) described a case of terminal shut down by a cyberattack in which the recovery is significantly
more time- and effort-consuming compared to other terminals. In addition, it is impossible to recover a long list
of interdependent and interconnected systems immediately.

Factor 3 — Inadequate IT infrastructure of the industry

While advanced technologies like Al or blockchain are beginning to be adopted, many parts of container
shipping's information flow are still obsolete. This environment is favorable for IORs and obstructs the
implementation of new solutions. Outdated legacy systems manage many processes. A global head of
technology and business improvement (F03) shared that his company operates over 500 systems with a large
proportion that is out of date. They need regular maintenance, and their failures are often followed by the outage
of others, including some key operational systems. The lack of trust and underdeveloped information flow
prevent a smooth flow of communication between CSSPs. For example, the structure of alliances between
shipping lines is more about shipping network optimization and less about building a rich information exchange
channel (see Consequence 1). Considering current cybersecurity threats, which are extremely well-funded and
well-prepared, it is not a sustainable situation.

Regarding data exchange protocol, even though several CSSPs are moving to application programming
interface (API), most of the exchanges still use EDI, which has been used for decades. It is not only interpreted
and implemented differently by CSSPs, but also reported as poorly scalable. EDI's limited ability to keep up
with real-time information exchange puts increasing pressure on CSSPs, since the supply chain managers and
users demand better data for better controllability, lower costs, and faster adaptive decision-making (e.g.,
coordination of sea-land at port, inventory management).

Factor 4 — Stakeholders might not fully realize the significance of IORs

In a competitive market, it might be difficult for CSSPs to invest a significant proportion of their budget
for IT development and cybersecurity, especially when returns are difficult to realize in the short-term and
uncertain. Several interviewees at terminal operators and freight forwarders mentioned that despite the
importance of IT and IT knowledge management in CSSPs, their available budget for IT improvement and
transformation is overstretched. A TOS manager (P02) shared his difficulty in having adequate attention of the
executive board toward IORs, even after catastrophic examples in the industry: "If I want to convince the top
management for IT investment, I will have to bring them true stories with concrete evidence that help them feel
the threat". In some extreme cases, even the most senior IT overseers cannot adequately comprehend the extent
of risk they are facing (Greenberg 2018).

Factor 5 — Human operators become the weak and vulnerable link in the system

The capability of the operators, supervisors, and managers in operating and maintaining the availability of
the IT systems is crucial (IOR 1). Progressively more stable, secure, and automated information processes
encourage the threat actors to focus on human operators as the weakest links. Social engineering and personal
attacks have become a more popular and effective attacking technique than breaking battle-hardened security
protocols (Sen, 2016; ENISA, 2019). Interviewees in this study confirmed this trend with incidents of bribing
and threatening for information. Additionally, the skill sets of human resources in the preparation and execution
of contingency plans and response to unprecedented events are mentioned by multiple interviewees as a
potential disruption in the risk managing capability of their companies. A senior manager with more than 40
years of experience (P09) shared his experience with the new generation of operators and managers in system
outages:
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"Half of the staff do not know how to do it (specific operations) manually or have never been exposed
to such operations. They have the degree, but they still have not experienced a lot of disruptions... One of
the most important things in designing a contingency plan is that you have the people being aware of how
things work. But people begin to think all you have to do is press the button.”

Factor 6 — Cybersecurity is a substantial IOR

There are four qualities of data and information from the viewpoint of CSSPs, including availability,
timeliness, accuracy, and privacy (see 4.1.2), which cybersecurity breaches can threaten. The container shipping
industry is relatively inexperienced regarding cybersecurity. Interviewees mentioned three main subfactors.

First, threat actors are becoming more sophisticated, knowledgeable, and coordinated. Multiple vectors are
now used by attackers, from well-known social engineering techniques like phishing emails to coordinated
DDoS and malware attacks (Bissell et al., 2020). For example, an experienced CIO (P05) recalled a
cybersecurity breach where the perpetrator posed as an electrical contractor. They placed data loggers in power
strips, which were later collected, and then keystrokes were analyzed for information and passwords. Second,
the motivation of cybersecurity breaches is not simply financial. CSSPs now have to deal with threat actors that
are better prepared, on a larger scale and even state-aided. Although being rare, catastrophic cybersecurity
incidents can stem from geopolitical instabilities, such as Russia — Ukraine, USA — China, Australia — China.
In such attacks, transportation infrastructures are likely the target, and in most cases, the truth about the
perpetrator might never be revealed or declared. SO2 mentioned an experience in which his company was caught
in a state conflict: "We think 100% confirmation may never be discovered. This attack looks like a ransomware,
but that was just a facgade, the actual purpose of this malware is pure and only destruction. We were just
collateral damage". Third, internal factors are easy to be overlooked and ignored. An overused assumption is
that the threats come from outside of the organization, which is usually not the case with many incidents in the
container shipping industry. In line with Factor 5, several IT managing interviewees in this study still considered
personal manipulation, bribing and threatening individual employees the strategy of choice for the threat actors.

However, as Factor 4 suggests, the stakeholders and decision-makers might not be aware of those subfactors.
These results suggest more eye-opening incidents in the near future if there is no improvement or
only superficial improvement from the CSSPs to stay ahead of the game against cybersecurity threats.

4.3 Mitigation and prevention strategies

Six primary strategies were recommended in this study. The strategies reflected risk analysis followed by
well-designed and multipronged mitigation/prevention plans being the key to protecting and improving the
information flow. It is noteworthy that citations to supporting previous studies will be made in the discussions
of the strategies to improve the credibility of arguments and the strategies' persuasiveness.

Strategy 1 — Conduct risk analysis as the basis for mitigation and prevention

This strategy was mentioned by multiple interviewees (FO1, F10, P02-04, P09, S03-05). CSOR managing
activities are often organized based on a pre-allocated budget (ENISA, 2019; Bissell et al., 2020), the relative
magnitude of risks, and the details of potential DEs (e.g., scenarios of failures and solutions) (Johnson, 2018;
Bissell et al., 2020). The resilience and contingency plans should be designed in proportion with the magnitude
of risks. A TOS manager (P02) emphasized that risk management is organized depending on the budget provided,
which requires a risk analysis to assess the probability and potential consequences of a large range of events.
Such assessments can only be obtained reliably through a thorough quantitative and qualitative risk analysis.
An important component of the analysis of IORs is to evaluate the current capability of the whole system in the
conjectured Des. Internal and multilateral drills and mock tests help prevent risk complacency and make the
stakeholders aware of the actual risk and effectiveness of implemented measures (S02, S04) (Arstad and Aven, 2017).
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Strategy 2 — Develop a professional and transparent culture toward IORs

This strategy was recommended by interviewees from all CSSP groups (FO1, F04, FO5, FO8, P05, P12,
S03, S08). A common agreement among interviewees is that the overall reputational impact of IORs is not yet
extreme at the moment, especially with information delay or leakage. Customers and partners of CSSPs can
tolerate a certain level of operational impact on their system. For example, a managing director digitalization
(S03) explained that a delay of several hours up to a day might be considered medium to high operational
impact with terminal operators, but only minimal to none with the freight forwarders or consignees. However,
larger events such as system outages for several weeks and customer information leakage on a large scale, or
repetitive events with significant consequences might eventually have a significant detrimental effect on the
CSSPs' business. With those cases, the company's honesty and manner of response directly affect the
reputational impacts of events. Maintaining a continuous channel of communication with other parties to
provide them with updated information of the DEs, suggesting alternative logistics solutions and even timely
financial compensations, proved to be effective in protecting the brand image against reputational damage. A
terminal operator's CIO (P0O5) commented on two cases of his company's partners, here represented with X and Y:

"X did an extremely good job of being professional, honest, and transparent about what had
happened, of being engaged with customer and public. I think its reputation actually grew stronger after
the incident. Compare that to Y, they were hit with a ransomware attack, and for at least seven days, they
positioned that as the extended maintenance of their system. They were then attacked again but still did

not immediately confirm it."
Strategy 3 — Prioritize the development of contingency plans and cybersecurity education

It has been shown that companies with better cybersecurity do perform better against breaches (Bissell et
al., 2020). A general commercial manager (FO6) explained that cyber insurance packages could not fully cover
IORs in aspects such as reputational damages, loss of customers, and expected revenue. The capability of the
company itself in preventing information DEs is, therefore, important in risk management. In this aspect,
training and education of well-designed policies throughout the organization are critical to IOR prevention
(FO1, FO5, F10, S02-04, S06, S08, S10). In DEs, speed of reaction and containment decisively affect the
severity of the consequences (e.g., local system shutdown to circumscribe a ransomware attack) (FO1, FO4, FO6,
FO09, P05, P12, S02-04, S08). An important component of IOR resilience is the readiness and deployment speed
of business continuity plans. To ensure the reliability and effectiveness of those plans, redundancy in the system
and network design (e.g., backup servers, multiple CSSP partners) is crucial. Therefore, monitoring and
detecting DEs across systems is a key to IOR management (FO1, FO2, P02-05, P08, P09-12, S03-05, S08). Plans
and policies need to be continuously reviewed and revised to keep up with the dynamic risk situation (e.g.,
business continuity plans, preventive policies). Regarding this aspect, the container shipping industry,
especially larger companies with a larger budget, seems to learn and react quickly after major IT incidents.
Multiple interviewees from all three groups of CSSPs mentioned that their companies conducted analyses and
collaborative investigations with partners after the Maersk 2017 incident to upgrade the data exchange channels
to the security standards (FO1, FO5, FO6, FO9, F10, P03, P06-09, P12, S04, S05, S08). The increase of invest
ments in revamping their own systems and new R&D pilot projects in IT is showing the adoption of this
strategy.
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Strategy 4 — Transform the IT infrastructure by better system design

Multiple IT managing interviewees mentioned redesigning their systems with a different philosophy for
better security, convenience, and stability after the rise of modern cybersecurity issues (FO1, FO6, FO9, F10,
P03, P05, P09, S02-05, S08). Following this strategy, companies choose technologies as a line of defence and
comprehensively designs processes with checkpoints and balanced controls to improve resilience. The most
frequently mentioned strategy is the isolation and localization of multiple sectors for different functions with
higher degrees of real-time system monitoring. Core systems, such as TOS, should be more isolated and
protected to prevent and mitigate data loss and corruption (see Consequence 2) (FO1, F06, P06, S02, S08). A
head of innovation and technology (S02) explained the rejuvenation of system design after a catastrophic event:

"Back then, we still had a very traditional security setup that focuses on keeping the threat outside.
But the moment you infiltrate, you can go everywhere. We now have created a much more contained and
localized setup where individual areas and PCs can be filtered out if something suspicious happened
without having to take down the entire network."

Strategy 5 — Improve interoperability for sustainable IT development

Interoperability is an underdeveloped area in container shipping (See Factor 3). This strategy was
recommended by F03, F09, P02-05, P07, P09, P11, S04, S05, S08, and S10. All interviewees in this study
consider standardization across related parties, including terminological (e.g., the definition of business terms)
and technical (e.g., API framework) to be an urgent objective for sustainable digitalization. Fragmented and
bilaterally maintained communication channels make centralized solutions (i.e., a platform or software) more
attractive to all parties in the chain since they do not have to deal with many channels separately. However, this
situation creates single points of failure that can compromise multiple supply chains in the case of DEs.
Standardization is, therefore, the key element for multilateral communication and sustainable IT development.
Therefore, the role of associations in building, promoting, and pushing standardization forward is much clearer
(WEF, 2020).

Strategy 6 — Actively involved in shaping up new information technologies

Different technologies are being implemented by big CSSPs to increase digital capacity and system
optimization and risk mitigation and prevention (FO7, F09, F10, P07, S02, S04-06, S08). Cloud computing was
successfully integrated into the ICT systems of CSSPs to migrate cybersecurity risks and reduce other IORs. A
digital project manager (S06) disclosed his company's evolution to cloud services: "We are now migrating to a
cloud platform because it is much easier to share data. We are also moving to API from EDI, which is much
easier and faster if your system is in the cloud". The involvement of technology giants such as IBM, Oracle, and
Ant Group, with the biggest container shipping companies in the industry in establishing blockchain initiatives
to renovate the flow of information, suggests the potential effectiveness of Strategies 4 and 5 (WEF, 2020;
Carlan et al., 2020). Additionally, meaningful and rational implementations of innovative solutions can be a
competitive advantage of the pioneers against the followers in innovative technology implementation.
A platform like TradeLens can leverage Al and Bigdata for various other applications built on top of a good
quality database.
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4.4 A complementary approach toward CSOR analysis

The confirmation and detailed descriptions of both risks and their potential consequences suggest a
complicated risk situation with the causal connections from IORs to other CSORs. Therefore, the traditional
approach of relying on risk parameter assessments to quantify CSORs (see Section 2) has become less reliable
as a method of risk prioritization (Rae and Alexander, 2017; Fang et al., 2012). This paper proposes a
complementary approach for risk assessment in which risks are quantified based on two methods. The first
method assesses risk individually using the traditional approach. For that, Section 4.4.1 establishes a risk
parameter structure based on CSSPs' description of experienced DEs. Then, section 4.4.2 proposes the
framework for an additional method of choice, focusing on taking the causal connections into account.

4.4.1 Gauging risk magnitude — Risk parameters

A majority of recent CSOR studies used the parameters suggested by FMEA (Alyami et al., 2014; Nguyen
et al., 2019). This structure, however, contains parameters that have strong causal connections and are difficult
to validate. For example, the parameter of Detectability proposed by Nguyen and Wang (2018) consists of
Possibility of risk being undetected and Detection lateness. This analysis shows that these two parameters
determine the Likelihood and Severity of the DEs, respectively, suggesting a strong correlation between them.
For example, a digital transformation manager (F09) described the triggered system lockdown of a freight
forwarder in a cyberattack to stop potential malware spread (lowering likelihood) and change to manual data
handling (lowering consequence):

"Suddenly we have to be very careful and think about what measure do we have to take. Most of the
system integrations between a carrier and a freight forwarder are fully automated. So now, you have to
stop that automation, close everything down and break the link to avoid the spread of the malware. And at
the same time, you have to do things manually on both sides."

With such a potential of correlation, they should not be considered separate and reliable parameters,
especially for professionals from the industry to assess risk. On the other hand, the specification of severity of
consequence to the three aspects of operational, financial, and reputational was used by interviewees in
describing their experience with DEs in the information flow. The operational impact was mentioned as the
disruption to the normal day-to-day functionality and continuity of the CSSPs (e.g., human resource dispatch,
ongoing development project suspension, rescheduling operating plans, reallocation of resources). Additional
expenses (e.g., costs, fees, surcharges, fines, compensations) and expected revenue losses directly resulting
from a DE were described as the financial impact and do not include finances for risk mitigation and prevention
measures. Reputational impact damages the brand image of the CSSPs and can result in complaints, decreased
volume, or even loss of the whole business agreement. For example, an IT managing interviewee (F03)
described the consequence of a recent cyberattack:

"Every day we are not able to take bookings, we lose revenue. Most of our key systems were offline
for over a week. That is a significant amount of revenue. We have to spend money for external parties to
help us get back online and divert our resources to manual operations. However, there is also reputational
damage because we were not able to meet our contracted service level agreement. We also cannot be as
responsive to our customers, and they lose trust in our security and the safety of their information with us.
In some cases, we have lost business. We are potentially at risk of fines from regulatory bodies based on,
for example, GDPR."
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A risk parameter structure, as in Figure 2, is recommended from the viewpoint of CSSPs. It is built based
on interviewees' default perspective of risk, and is thus suitable for the use of interviewees' cognitive capability
to formulate CSOR subjective or intersubjective assessments, following the domain knowledge and private
information expertise mechanisms (Rae and Alexander, 2017; Nguyen, 2020). This structure shows that
professionals' building of risk's magnitude is relatively simple, suggesting against the use of over-complicated
parameter sets with expert subjective assessments.
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Figure 2. A risk parameter structure for CSOR assessment.

4.4.2 Risk causal connections and risk network analysis

A well-known issue with CSOR analyses is their lack of considering multiple-event risk scenarios, which
has become a significant knowledge gap in addressing IORs (See Section 2). Without a more insightful view
into the connections between DEs within the information flow and other flows, it is difficult to fully rely on
experts' subjective elicitations of probabilities and degrees of belief for risk mitigation/prevention and strategic
decision-making. Furthermore, the high connectivity between risks requires additional components to the
existing risk analysis models. Based on the understandings derived from thematic analysis, this study proposes
an approach to analyze CSORs considering the gaining criticality of IORs (Figure 3).
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Figure 3. Risk causal connection as an additional approach to CSOR.
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In this approach, apart from the traditional assessment of individual risk (i.e., single-event risk scenarios),
the risk analysis also includes a module of identifying the causal connections between these risks. For example,
a cyberattack can result in leakage of data related to the freight structure of the company, which might trigger
effects of information asymmetry and cause a decrease in shipping volume. With such a map of causal
connections between risks (risk network) (Figure 3b), an overview of the pervasive effect from the information
flow to other flows can be realized. Network analysis techniques are helpful here to quantify the importance of
the connections (e.g., edge centrality) and individual risks (e.g., node centrality) (Fang et al., 2012).

A deeper analysis level can be enabled by quantifying the strength of the causal connections (e.g., the
probability of a DE triggering another DE). Quantified properties of edges enable the propagation of different
node properties across the whole risk network. For example, Figure 3c illustrates the propagation of likelihood
and consequence severity using the network structure in Figure 3b. Those propagated results can then be
compared to the direct individual assessment results (Figure 3a) in an uncertainty analysis. Here, the analysis
will provide insights into the epistemic status of the risk situation, both in the sense of predicting future events
(outcome uncertainty) and incomplete knowledge base to do so (evidential uncertainty) (Nguyen et al., 2021c).
Additionally, the risk analyst can analyze the most likely and/or devastating multiple-event risk scenarios.
Multiple tools are available for this task, such as Bayesian Network, Evidential Reasoning, Monte Carlo
simulation, and Network Entropy. Establishing different checkpoints for the triangulation of results is critical
to validate the analysis. This cannot be carried out through reality checks for large cyber-physical systems in
container shipping or maritime logistics (Aven and Heide, 2009; Goerlandt et al., 2017).

This approach is fundamentally different from the existing approaches because it does not aim to predict
the "true" pre-determined value of risk. Instead, it recognizes the uncertain and dynamic nature of risk. It focuses
on describing the situation of CSOR more explicitly with more available information regarding its complexity
and uncertainty. For example, the network analysis could be deployed to identify the important risks or
connections considering the multiple-event risk scenarios. This method provides valuable insights into
optimizing risk prevention efforts (Nguyen et al., 2021a; Fang et al., 2012). Hence, the experts' influence could
be reduced to less ambiguous and straightforward tasks, such as assessing the potential likelihood of the
causal connection.
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© CONCLUSIONS

Evidence from the CSOR literature and observed DEs indicates the increasing significance of operational
risks in the information flow. However, multiple fundamental elements for quantitative IOR analysis are
missing, obstructing an in-depth understanding of the subjects of interest (e.g., risk prioritization, uncertainty
analysis). This study utilized thematic analysis to dig deep into the qualitative database collected from 32
interviewees of 19 CSSPs, including terminal operators, shipping companies, and freight forwarders. The
analysis provided fundamental understandings toward IOR DEs, their consequences, affecting factors, and
mitigation/prevention strategies. A CSOR approach is suggested based on those analysis results, focusing on
using network models to capture causal connections between CSORs.

For the CSOR and maritime logistics literature, this study highlighted the role of qualitative analysis in
risk description, particularly in risk identification, consequence realization, and triggering connections between
DEs. The results show direct connections between DEs in the information flow with consequences to the avail
ability, timeliness, accuracy, and privacy of data, and ultimately, the physical and payment flows. IORs were
described with a rich qualitative database, revealing multiple aspects out of the reach of quantitative analyses.
This paper also suggested a structure of risk parameters suitable for qualitative analysis, including the
likelihood of occurrence and financial, reputational, and operational impacts of the DEs. A complementary
approach in quantitative risk analysis was proposed to tackle the potential complexity and uncertainty of IORs.
The approach relies on modelling the risk situation by a risk network, allowing an additional assessment that
takes causal connections between risks into account.

To the container shipping industry, this study underlined the rise of IORs as the inevitable side effect of
fast and unsustainable digitalization. The contingency plans have to be ready and continuously evolved with
the situation of risks, but speed and manner of response to DEs also directly affect the consequential impacts.
While interoperability and new technologies are key strategies against IORs, they are hampered by a lack of
fundamental elements such as industry standards, the vision of decision-makers, and trust between CSSPs. This
issue resulted in the industry's moving toward complex, fragmented, and bilateral information channels
between parties in the supply chain and centralized points of failure. In addition, the underdevelopment of
the container shipping industry's IT landscape and a "digital gap" of human resources create opportunities
for cybersecurity breaches, which has become a huge issue in recent years.

A range of research directions is suggested from these implications. First, the quantification of identified
IORs using the recommended set of parameters will help describe the risk situation with more concrete
evidence in a more specific setting (e.g., a company, a country, a region). Second, the high connectivity of IORs
can be modeled by a network of nodes from DEs in the information flow to other flows, allowing systematic
analysis of multiple-event scenarios. Third, IORs may be investigated individually to understand better risk at
a micro level, which is crucial for specific risk mitigation and prevention solutions. Forth, the effects of new,
disruptive technologies on the situation of risk could be investigated from technical and managerial viewpoints,
rendering the upcoming risk scenarios for anticipative actions.
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